"Method and System for Preventing the Infringement 
of Intellectual Property Rights" 
by Arkin et al. 

Serial No. Not Yet Assigned 
Atty Docket No. BKE-002CP (7991/4) 
Jamie H. Rose (617)248-7376 
Page 1 of 17 

Express Mail Label No. EL 752434390US 




"Method and System lor preventing tne minngemcm 
of Intellectual Property Rights" 
by Arkin et al 

Serial No. Not Yet Assigned 
Atty Docket No. BKE-002CP (7991/4) 
Jamie H. Rose (617)248-7376 
Page 2 of 17 

Express Mail Label No. EL752434390US 




Metnoa ana system tor preventing me inirmgement 
of Intellectual Property Rights" 
by Arkin et al. 

Serial No. Not Yet Assigned 
Atty Docket No. BKE-002CP (7991/4) 
Jamie H. Rose (617)248-7376 
Page 3 of 17 

Express Mail Label No. EL752434390US 




"Method and System tor Frevenung me muuig^mwu 
of Intellectual Property Rights" 
by Arkin et al. 

Serial No. Not Yet Assigned 
Atty Docket No. BKE-002CP (7991/4) 
Jamie H. Rose (617)248-7376 
Page 4 of 17 

Express Mail Label No. EL752434390US 




Meinoa ana aysiem iui rrovenuug lug uiinngtiu^iii. 
of Intellectual Property Rights" 
by Arkin et al. 

Serial No. Not Yet Assigned 
Atty Docket No. BKE-002CP (7991/4) 
Jamie H. Rose (617)248-7376 
Page 5 of 17 

Express Mail Label No. EL752434390US 




Metnod ana system ior rrevenung liic uihiii^ij^ul 
of Intellectual Property Rights" 
by Arkin et al. 

Serial No. Not Yet Assigned 
Atty Docket No. BKE-002CP (7991/4) 
Jamie H. Rose (617)248-7376 
Page 6 of 17 

Express Mail Label No. EL752434390US 




Method and system tor Preventing the intnngement 
of Intellectual Property Rights" 
by Arkin et al. 

Serial No. Not Yet Assigned 
Atty Docket No. BKE-002CP (7991/4) 
Jamie H.Rose (617)248-7376 
Page 7 of 17 

Express Mail Label No. EL752434390US 



IDENTIFYING AN INFRINGING ITEM IN A NETWORK, 
DOWNLOADING THE IDENTIFIED INFRINGING ITEM AND STORING 

IT IN A STORAGE UNIT 



400 



PRODUCING A MODIFIED ITEM RESPECTIVE OF THE IDENTIFIED 

INFRINGING ITEM 



402 



UPDATING A NETWORK DIRECTORY RESPECTIVE OF THE 

MODIFIED ITEM 



404 



ASSOCIATING A PLURALITY OF VIRTUAL USERS WITH THE . 

MODIFIED ITEM 406 



ENABLING AVAILABILITY OF THE VIRTUAL USERS FOR 
DOWNLOADING THE MODIFIED ITEM 



FIG. 6 
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DEFINING THE CHARACTERISTICS OF AN IP PROTECTED ITEM 



450 



INITIATING A SEARCH FOR AN INFRINGING ITEM WHOSE 
CHARACTERISTICS ARE SIMILAR TO THE IP PROTECTED ITEM 
CHARACTERISTICS AND PRODUCING A SEARCH RESULT 



452 



INSPECTING THE SEARCH RESULT FOR IDENTIFYING THE 
INFRINGING ITEM AND RETRIEVING THE SEARCH RESULT 
CHARACTERISTICS 



THE INFRINGING ITEM 
NOT IDENTIFIED 



454 



THE INFRINGING ITEM 
IDENTIFIED 



COMPARING THE IDENTIFIED INFRINGING ITEM 
CHARACTERISTICS WITH THE IP PROTECTED ITEM 
CHARACTERISTICS 



NO MATCH 



456 



MATCH 



DOWNLOADING AT LEAST A PORTION OF THE IDENTIFIED 
INFRINGING ITEM TO A STORAGE UNIT 



458 



COMPARING THE CONTENT OF THE IDENTIFIED INFRINGING ITEM 
WITH THE CONTENT OF THE IP PROTECTED ITEM 



NO MATCH 



460 



MATCH 



RECORDING THE LOCATION OF THE IDENTIFIED INFRINGING ITEM 



462 



FIG. 7 
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RECEIVING AN ITEM QUERY FROM A NETWORK NODE 



690 



DETERMINING THE TYPE OF THE QUERIED ITEM 



692 



THE QUERIED 
ITEM IS NOT IP 
PROTECTED 



FORWARDING THE ITEM 
QUERY TO REPOSITORY 
NETWORK NODES WHICH 
DO NOT BELONG TO THE 
SELECTED GROUP 



696 



THE 
QUERIED 
ITEM IS IP 
PROTECTED 



FORWARDING THE ITEM 
QUERY TO REPOSITORY 
NETWORK NODES WHICH 
BELONG TO A SELECTED 
GROUP 



694 



1 a 

SENDING AN ITEM QUERY RESF 


'ONSE TO THE NETWORK NODE 


, _a 


* 



698 



RECEIVING AN UPLOAD REQUEST FROM THE NETWORK NODE, 
TO UPLOAD THE QUERIED ITEM 



700 



UPLOADING A MODIFIED COPY OF THE QUERIED ITEM TO THE 

NETWORK NODE 702 



FIG. 12 
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RECEIVING A PURCHASE REQUEST INCLUDING USER SENSITIVE 
INFORMATION, FROM A NETWORK NODE, TO PURCHASE AN IP 

PROTECTED ITEM 



720 



AUTHENTICATING THE RECEIVED USER SENSITIVE 
INFORMATION, AND PERFORMING A FINANCIAL TRANSACTION 
ACCORDING TO THE RECEIVED USER SENSITIVE INFORMATION 



722 



DETERMINING AN ENCRYPTION KEY ACCORDING TO THE 
RECEIVED USER SENSITIVE INFORMATION 



724 



ENCRYPTING THE IP PROTECTED ITEM ACCORDING TO THE 

ENCRYPTION KEY 



726 



UPLOADING THE ENCRYPTED IP PROTECTED ITEM TO THE 

NETWORK NODE 



728 



DECRYPTING THE DOWNLOADED ENCRYPTED IP PROTECTED 
ITEM, ACCORDING TO THE USER SENSITIVE INFORMATION 



730 



FIG. 13 
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RECEIVING AN UPLOAD REQUEST FROM A NETWORK NODE BY A 
REPOSITORY NETWORK NODE, TO UPLOAD AN INFRINGING ITEM 



750 



THE 
REPOSITORY 
NETWORK 
NODE IS 
OCCUPIED 



SENDING THE UPLOAD 
REQUEST TO A NETWORK 
CONTROL NODE, BY THE 
OCCUPIED REPOSITORY 
NETWORK NODE 



754 



LOCATING AN 
UNOCCUPIED REPOSITORY 
NETWORK NODE, BY THE 
NETWORK CONTROL NODE 



THE 
REPOSITORY 

NETWORK 
NODE IS NOT 

OCCUPIED 



UPLOADING A MODIFIED 
COPY OF THE INFRINGING 
ITEM TO THE NETWORK 

NODE, BY THE 
REPOSITORY NETWORK 
NODE 



752 



756 



FORWARDING THE UPLOAD 
REQUEST BY THE 
NETWORK CONTROL 
NODE, TO THE 
UNOCCUPIED REPOSITORY 
NETWORK NODE 



758 



UPLOADING A MODIFIED 
COPY OF THE INFRINGING 
ITEM TO THE NETWORK 
NODE, BY THE 
UNOCCUPIED REPOSITORY 
NETWORK NODE 



FIG. 14 
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ANALYZING UPLOADING PARAMETERS RECEIVED FROM A 
REPOSITORY NETWORK NODE 



780 



DETERMINING A REWARD ACCORDING TO THE ANALYSIS OF THE 
UPLOADING PARAMETERS 



782 



UPLOADING THE REWARD TO THE REPOSITORY NETWORK NODE 



784 



FIG. 15 
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